secureframe

The Pocket Guide
to CMMC

A short, practical reference to what CMMC requires, who it applies to, and what to do now.

secureframe.com/cmmc Updated July 2026



PART |

What CMMC is and who it applies to

On July 13,2026, the Department of War (DoW) paused the transition to CMMC Phase 2 and opened a 60-day review of the
program.

CMMC Phase 1 self-assessment requirements remain firmly in place and the underlying security requirements did not
change. NIST SP 800-171 Rev 2 has been required by DFARS 252.204-7012 since 2017 and is still being enforced through
self-assessments and select government-led assessments. SPRS scores, annual executive affirmations, prime flowdown,
and False Claims Act exposure all remain in force.

The rest of this guide describes requirements that apply regardless of where the phased rollout stands. For the current
state of the rollout, see CMMC Phase 2 Paused: Which Requirements Still Apply.

What is CMMC?

The Cybersecurity Maturity Model Certification (CMMC) is an assessment framework, not a new set of security requirements.
Its underlying security requirements come directly from rules that already applied to defense contractors and
subcontractors:

® FAR52.204-21 which has required 15 basic safeguarding requirements for Federal Contract Information (FCI) pulled from
a subset of NIST 800-171 Rev 2 since 2016.

® DFARS clause 252.204-7012 which has required the full 110 requirements from NIST SP 800-171 Rev 2 to protect
Controlled Unclassified Information (CUI) since 2017.

What CMMC adds is verification. Before CMMC, contractors self-attested to these requirements by signing a contract, and the
government had no consistent or scalable way to check. CMMC establishes a standard process to confirm those
requirements are actually implemented and the organization is capable of protecting federal data, and ties the result to
eligibility for defense contracts.

Is CMMC compliance mandatory?

Yes, contractors and subcontractors that handle FCI or CUl in performance of a Department of Defense (DoD), now commonly
referred to as Department of War (DoW), contract are subject to CMMC requirements. Which requirement lands in a given
solicitation or option period depends on the data involved and the current program rules. At this time when we’re in Phase 1
of CMMC enforcement, that means Level 1 (Self) or Level 2 (Self) requirements.

Two things are mandatory regardless of rollout status:

® Full NIST 800-171 Rev 2 implementation, 72-hour cyber incident reporting, and flow down requirements if the DFARS
7012 clause is in your contract.

® Acurrent self-assessment score and annual affirmation in the Supplier Performance Risk System (SPRS), signed by a
named senior executive, under the DFARS 7021 (CMMC) clause.

secureframe 2


https://secureframe.com/blog/cmmc-news-2026-phase-2-pause
https://secureframe.com/blog/cmmc-news-2026-phase-2-pause
https://secureframe.com/blog/controlled-unclassified-information-cui

Which information triggers CMMC? FCl vs CUI

CMMC protects two categories of sensitive unclassified information. The category you handle determines the level you need.

FCI=CMMC Level 1

Federal Contract Information (FCI) is information provided by or generated for the government under a contract to develop
or deliver a product or service, and not intended for public release. If you hold a government contract, you almost certainly
have FCI.

® Examples: Technical specifications, progress reports, project schedules, supplier information, and emails containing
specific contract information.

CUI = CMMC Level 2

Controlled Unclassified Information (CUI) is information the government creates or possesses, or that you create or possess
on the government's behalf, that a law, regulation, or government-wide policy requires be protected. It is more sensitive than
FCI.

® Examples: The CUI Registry lists categories including Defense, Export Control, Financial, Intelligence, Legal, and Privacy.
Controlled Technical Information (CTI), critical infrastructure security information, and naval nuclear propulsion
information are listed in the Defense category.

Takeaway: Scoping starts here. Before you can pick a level, you have to know which of these two categories moves
through your environment, and where.

Which CMMC level applies to you?

Each level builds on the one before it. The level you need depends on the type and sensitivity of the information you handle,
and on the criticality of the program you support.

Data type handled Security requirements Assessment Assessment Affirmation

type Frequency  requirements

Levell FClonly 15 basic safeguarding requirementsin  Self-assessment Annual
FAR 52.204-21

Level 2 (Self) CUl'in non-Defense 110 requirements in NIST SP 800-171 Self-assessment Every 3
registry categories Rev 2 years
Level 2 (C3PAO)  CUlin Defense categories, ~ Same 110 requirements Certified Every 3 Signed by named
-On hold such as CTI third-party years senior executive in
pending review assessor SPRS every year
(C3PAO)
Level 3 CUl on high-priority 110 NIST 800-171 Rev 2 requirements Government-led Every 3
(DIBCAC) - On programs facing advanced  plus 24 enhanced requirements from (DIBCAC) years
hold pending persistent threats NIST SP 800-172
review
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Why does CMMC matter?

Rollout dates have shifted more than once. The reasons to be CMMC ready have not.
® The cybersecurity requirements are already contractual. DFARS 7012 and NIST 800-171 Rev 2 are in your contract today,
independent of which assessment type a solicitation calls for.

e Self-assessment is still a real body of work. Level 2 (Self) covers the same 110 requirements and 320 assessment
objectives as Level 2 (C3PAQ). The only thing that changes is who checks.

® Your SPRS score and affirmation carry legal weight. A named senior executive signs the affirmation. Misrepresenting
NIST 800-171 implementation and continuous compliance creates False Claims Act exposure.

® Primes set their own deadlines. Prime contractor requirements are business decisions about supply chain risk, made
independently of the government's rollout schedule. Many primes were asking for Level 2 proof well ahead of the
government's calendar and have not withdrawn those requests.

® Readiness is the only durable position. Whatever verification requirements remain in place or return, the organizations
that kept maturing their cybersecurity programs will be ready for the revised assessment timeline. The ones that stopped
will be playing catchup.

¢ The threatis real regardless of the rulemaking or implementation timeline. Adversaries target the DIB continuously,
and they do not wait for a rule to take effect or be revised. Having the underlying security requirements in place is
essential for safeguarding the sensitive data you handle and staying eligible for the work you do now.

PART 11

What CMMC actually requires

Cybersecurity compliance is not achieved by buying software. It requires documented scope, implemented controls,
evidence that those controls operate, and an accurate score with an executive sign-off behind it.

Scope

Scoping is the first decision and the most consequential one. It determines which requirements apply, to what, and how long
and expensive the readiness process and assessment is.

For Level 1, in-scope assets are those that process, store, or transmit FCI. For Level 2, in-scope assets are those that process,
store, or transmit CUI, plus assets that provide security protection for them.

Two broad approaches:

1. Enterprise ("allin"): Apply all CMMC requirements across the corporate network and all devices. Simpler conceptually,
but more complex and expensive to implement and maintain.

2. Enclave: Isolate CUl in a dedicated environment, often using a virtual desktop infrastructure (VDI) deployment on a
FedRAMP-authorized cloud. Local endpoints and network components remain out of scope, which materially reduces
complexity and cost.

Under-scoping fails assessments. Over-scoping inflates cost. You have to be able to justify every boundary decision.

secureframe 4


https://secureframe.com/blog/false-claims-act
https://secureframe.com/blog/cmmc-scope
https://secureframe.com/blog/cui-enclave

System Security Plan (SSP)

The System Security Plan is the foundational document. There is no required format, but it must exist at the time of

assessment and it must explain, for every applicable requirement:

® how the requirement and its assessment objectives are implemented

e whoisresponsible for it

e whichtools, processes, and procedures meet it

® how often the associated activities are performed

The SSP is treated as the authoritative record. If a control or piece of evidence is missing from it, a requirement may be

marked as NOT MET. An incomplete SSP is one of the most common causes of assessment failure or an indefensible
affirmation.

SPRS score

CMMC requires organizations to have a current CMMC status, which is based on its assessment score and affirmation of
compliance, in the Supplier Performance Risk System (SPRS). DoW program managers and primes will verify this in SPRS or

ask for a screenshot before awarding contracts or purchase orders.
For Level 1, self-assessments are scored as MET or NOT MET in their entirety, not with a numerical value.

For Level 2, assessments are scored from -203 to 110. Every organization starts at 110. Points are subtracted for each
requirement not fully implemented:

® 5 points for gaps that could enable significant network exploitation or CUI exfiltration
® 3 points for gaps with a specific and confined security effect

® 1 point for gaps with limited or indirect effect.

There is generally no partial credit. A requirement is MET or NOT MET, with narrow exceptions such as multi-factor
authentication and FIPS-validated encryption.

A maximum score of 110 is required for Final Level 2 status. A minimum of 88 is required to qualify for Conditional status.

Plans of Action and Milestones (POA&Ms)

A POA&M documents each gap, the remediation tasks, owners, resources, and target dates. Most organizations use it to track

gaps before an assessment. In limited circumstances for a Level 2 assessment, it can also carry gaps past one.
Organizations can receive a Level 2 Conditional status if:

® Score of at least 88

® No requirements listed in 32 CFR 170.21(a)(2)(iii)

® Nothing worth more than 1 point, except CUl encryption awaiting FIPS validation

Every POA&M item must be closed and verified within 180 days. Miss that window and the Conditional status expires.
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Evidence artifacts

For a requirement to be assessed as MET, evidence has to show that the control is implemented correctly, operating as
intended, and producing the intended outcome. Assessors gather that evidence in three ways: examining documentation,
interviewing personnel from executives to engineers, and testing system behavior directly.

Assessment artifacts must be retained for six years from the CMMC Status Date.

Affirmations

The annual affirmation is not a formality. It states that the organization remains in continuous compliance, and it needs an
operational record behind it. This may include:

e control test results through the year
® alogofchanges reviewed under the significant-change framework with documented determinations
® an SSP that reflects the current state of the environment

® evidence that policies and implementation statements were reviewed and updated

Takeaway: The hardest part of CMMC is not passing the first assessment. It is staying in a secure state so the
affirmation of continuous compliance is true and defensible every year.

PART Il

CMMC flowdown in the defense supply chain

The DIB is made up of roughly 200,000 to 300,000 companies, and adversaries do not confine themselves to the largest of
them. Smaller suppliers are targeted precisely because they hold valuable information and have fewer resources to defend it.
That’s why CMMC is designed to enforce cybersecurity requirements consistently and uniformly at every tier, not just the top.

How requirements flow down

Primes must flow down CMMC requirements into every subcontract where FCl or CUl is processed, stored, or transmitted,
and must determine the correct level for each subcontractor based on the information being shared. They may not flow FCI
or CUl to a subcontractor that has not demonstrated compliance at the required level.

Subcontractors cannot rely on a prime's certification. You demonstrate compliance for your own systems.

How primes verify

Primes do not get direct access to a subcontractor's SPRS status or score. They establish their own verification processes
instead, which typically means one or some combination of the following:
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® ascreenshot of their CMMC status and affirmation information in SPRS
® aformal attestation of compliance submitted through a dedicated supplier portal
® review of core documentation, including the SSP, POA&M, and supporting evidence

e annual supplier registration or representation forms that ask about CMMC status directly

Takeaway: For most subcontractors, primes are the real enforcement arm of the CMMC program. Prime deadlines
are set for supply chain risk reasons and do not automatically move when the government's rollout does. If you have
an active contract or open bid, confirm the applicable requirement with your buyer rather than assuming.

PART IV

What does CMMC cost and how long does it take?

Cost

Published estimates vary widely, largely because they make different assumptions about how much of NIST 800-171 an

organization has already implemented.

Former CMMC Director Stacy Bostjanick estimated one-time implementation costs of $50,000 and annual maintenance costs
of $34,000. At the other end of the range, the Small Business Administration estimated CMMC could cost up to $600,000 for
small firms requiring third-party assessment and $380,000 for firms self-assessing.

While every organization’s costs will vary, most contractors are spending $100,000 to $250,000 on average. Here’s how those
CMMC compliance costs break down:

Cost component Typical range What drives it

Gap assessment $3,500 to $20,000 Scope of the environment and
choice of assessor

Remediation and implementation $35,000 to $250,000+ Number of gaps identified and
current security maturity

Consultants and vCISO support $250 to $400 per hour Larger projects often run $50,000
to $300,000 in total

CUl enclave setup $300 to $400 per user per month, or $3,000 to Number of users and whether the

$4,000+ per month for a managed environment  environment is managed for you

Required tools: encryption, security information and $10,000 to $50,000+ annually Size of the environment and what

event management (SIEM), endpoint, vulnerability your existing stack already covers

scanning

Staff time and lost productivity Dozens to hundreds of hours How manual your evidence
collection and documentation
process is
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Assessment fees sit on top of the above. Per DoD estimates:

Assessment type Estimated fee

Level 1 self-assessment $4,000 to $6,000

Level 2 self-assessment $37,000 to $49,000

Level 2 C3PAO assessment (on hold) $105,000 to $118,000

Level 3 (on hold) Level 2 costs plus roughly $41,000

While these are meant to provide a range rather than quotes, the takeaway behind every estimate is that the assessment is
only one line item, and often the smallest. The larger cost is implementing and maintaining the security requirements
themselves, which is exactly the work that continues regardless of which assessment type your contract calls for.

Timeline

Preparation also dominates the CMMC timeline, not the assessment. Most organizations spend 12 months or more getting
ready. According to a Redspin survey:

® 68% of surveyed organizations took more than a year to prepare, even though 77% already reported strong NIST 800-171
and DFARS implementation.

® Organizations citing technical complexity as their main challenge projected 12 to 24 months to Level 2.

The table below breaks the process into steps, focusing on Levels 1 and 2.

Step What happens Duration
Gap analysis Evaluate current cybersecurity practices against the requirements for your level and identify gaps. More ~1-6
detailed at Level 2, since there are more practices to assess months
Remediation Close the gaps identified. May require implementing new systems, processes, and controls ~1-6
months
Documentation Document your cybersecurity practices. At Level 2 this is more extensive, covering policies, procedures, ~2-8 weeks
preparation and evidence of implementation
Training and awareness  Train staff on the new practices and their role in maintaining compliance ~2-4 weeks
Internal readiness Run a preliminary internal self-assessment to identify and fix remaining issues before the real one ~2-4 weeks
check
Self-assessment and Evaluate your implementation against the required practices at your CMMC level and submit ~1-4 weeks
submission in SPRS self-assessment results, score, and affirmation in SPRS
Third-party assessment  Schedule and complete a formal assessment conducted by a C3PAO, and remediate any identified ~3-4
(on hold) issues before final certification months
Total Level 1 (Self) ~3-10
months
Level 2 (Self) ~8-17
months
Level 2 (C3PAQ) ~8-20
months
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Takeaway: Preparation for a Level 2 self-assessment is the same 8 months to year and a half as preparation for a
C3PAO assessment, because the underlying work is identical.

What actually shortens the CMMC timeline

® Scope aggressively and early. Isolating CUl in an enclave on a FedRAMP-authorized cloud is the single largest lever on
both cost and timeline.

e Start with a gap analysis and a real SPRS score. You cannot plan against an estimate. Conduct a CMMC gap analysis to

identify your current gaps and SPRS score.

® Build the SSP as you implement, not before the assessment. Documentation written under deadline pressure is the
most common reason assessments stall.

® Automate evidence collection and monitoring. Manual evidence gathering does not survive contact with continuous
compliance.

® Name an internal owner. Programs without a single accountable person drift.

PART V

How Secureframe Defense helps

Most of the cost and difficulty in CMMC sits in implementing and maintaining the underlying security requirements, not in the
assessment. Secureframe Defense was built for that work specifically.

Step 1: Deploy and manage secure infrastructure. Secureframe stands up a CMMC-compliant environment in Microsoft GCC
High or Google Workspace, with devices configured for the access control, logging, monitoring, notification, and

segmentation that NIST 800-171 Rev 2 requires for storing and accessing CUI.

As an authorized AOS-G reseller, Secureframe also offers competitive pricing on Microsoft 365 GCC High licenses,
including Business Premium, G3, and G5. Browse licenses on our Marketplace.

Step 2: Implement and document controls following Defense Navigator. The 110 requirements and 320 assessment
objectives become a guided implementation workflow, generating and maintaining your SSP, implementation statements,
and policies from your actual configured environment rather than from templates.

Step 3: Maintain cybersecurity with continuous monitoring and operational guardrails. Ongoing control testing,
automated evidence collection, drift detection, risk assessments, and vendor tracking keep your SPRS score aligned with
your real posture, so the executive signing the annual affirmation has a record behind it.
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What next

Talk to a CMMC expert for answers on scoping, cost, and what applies to your contracts, or keep reading.

If you need Start here

The current state of the rollout CMMC Phase 2 Paused: Which Requirements Still Appl
How the program got here CMMC 2.0 Timeline: Key Dates and Deadlines

The self-assessment process, step by step CMMC Self-Assessment Guide: Level 1 and Level 2

A checklist for all 110 Level 2 requirements CMMC Level 2 Compliance Checklist

Everything else The CMMC Hub
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How Secureframe Defense works end-to-end

One platform handles your whole cyberse

secure place for CUI to writing and keeping documentation up-to-date to

monitoring drift. You get:

Clear guidance

A step-by-step workflow walks you
through exactly what to do, in order, and
tracks your progress to 100% assessment
readiness

A secure home for CUI

Aready-made secure cloud in your choice
of Microsoft or Google, to receive and
store CUl separately from your everyday
systems.

Paperwork maintained for you

The required security plan, policies, and
improvement plan generated from your
actual setup and updated as things
change

Real people who have done it

Support from CMMC practitioners who
have completed a Level 2 certification
assessment themselves

past two years.

David Hoenisch

oY .
“ Redspin.

ivision of Clearwats

curity program, from setting up a
Secureframe was easy to use

and clearly purpose-built for
the DIB community and the
CMMC program. Our
assessment team absolutely
loved working with the
platform for Secureframe's
own Level 2 assessment.

Scoping questions

Simple questions about where CUI flows
in your cloud and/or physical
environment and which users and devices

access it to determine scope Robert Teague

VP of Federal Consulting
Secure devices to access CUI

Access sensitive files through secure
virtual desktops, or through laptops and
phones that are kept CMMC-compliant by
an MDM solution

Assessment-ready package

Your evidence gathered, organized, and
ready to export in one place, so nothing
gets thrown together before your
assessment or affirmation.

Per-user pricing
Only pay per person who touches CUI, not

per employee. Larger teams pay a lower
rate per user.

When you're dealing with 110 controls and around 320 control objectives, going into each platform to
demonstrate how each control is being implemented and doing that continuously is a massive lift.
Using Secureframe to get NIST 800-171 and CMMC compliant has saved us at least 500 hours over the

Lead Cybersecurity Engineer, Manufacturing Consulting Concepts LLC

A CMMC solution built for your timeline and budget

Secureframe Defense is an Al-powered cybersecurity solution purpose-built for the DIB to reduce the cost and

complexity of getting secure and staying continuously compliant so they can keep their contracts and

defense information safe.

Reach out to cnmc@secureframe.com or
visit secureframe.com/cmmc to learn more
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